US009264385B2

a2 United States Patent

Kessler et al.

US 9,264,385 B2
*Feb. 16, 2016

(10) Patent No.:
(45) Date of Patent:

(54) MESSAGING WITH FLEXIBLE TRANSMIT
ORDERING

(71)
(72)

Applicant: CAVIUM, INC., San Jose, CA (US)

Inventors: Richard E. Kessler, Northborough, MA
(US); Thomas F. Hummel, Natick, MA
(US); Robert A. Sanzone, Hudson, MA
(US); Daniel A. Katz, Holliston, MA
(US); Michael S. Bertone, Marlborough,
MA (US)

(73)

")

Assignee: Cavium, Inc., San Jose, CA (US)

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by O days.

This patent is subject to a terminal dis-
claimer.

@
(22)

Appl. No.: 14/746,674

Filed: Jun. 22, 2015

(65) Prior Publication Data

US 2015/0288625 Al Oct. 8, 2015

Related U.S. Application Data

Continuation of application No. 14/026,293, filed on
Sep. 13, 2013, now Pat. No. 9,065,781, which is a
division of application No. 13/326,091, filed on Dec.
14, 2011.

Provisional application No. 61/423,061, filed on Dec.
14, 2010.

(60)

(60)

Int. Cl1.
HO4L 12/28
HO4L 12/56
HO4L 12/861

(51)
(2006.01)
(2006.01)
(2013.01)

(Continued)

200
™ SOURCE 1
2064

(52) US.CL
............ HO4L 49/9057 (2013.01); HO4L 45/74
(2013.01); HO4L 49/3072 (2013.01); HO4L
49/552 (2013.01); HO4L 69/22 (2013.01)
Field of Classification Search
CPC HO4L 65/80; HO4L 1/1874; HO4L 69/166;
HO4W 28/065

See application file for complete search history.

(58)

(56) References Cited

U.S. PATENT DOCUMENTS

6,009,094 A * 12/1999 Morioka ..........co..... HO4L 29/06
370/394
9,065,781 B2 6/2015 Kessler et al.
(Continued)
OTHER PUBLICATIONS

RapidlO—Widipedia, the free encyclopedia, http://en.wikipedia.
org/wiki/RapidlO, dated Jul. 19, 2012, pp. 1-3.
(Continued)

Primary Examiner — Andrew Chriss

Assistant Examiner — Romani Ohri

(74) Attorney, Agent, or Firm — Hamilton, Brook, Smith &
Reynolds, P.C.

(57) ABSTRACT

In one embodiment, a system includes reassembly stores
configured to store a fragment of a packet in a particular
reassembly store corresponding with the packet, and when
the particular reassembly store contains fragments of the
packet representing the packet as a whole, forward the packet
to a plurality of cores. The system further includes a packet
reception unit configured to store the fragment in one of a
plurality of memories within the reassembly stores, and,
when the one of the plurality of memories is filled, copy the at
least one fragment to a memory external to the packet recep-
tion unit.

22 Claims, 13 Drawing Sheets

SOURCE2
2068

PACKET A PACKET B
A 78

i

PAC
P

KETC
04C

PACKET D
204D

=

h

PACKETS 204A - D~

HEADER CREATION
(BASED ON CONTENT
CF PAwgé(ETS)

HEADER
108
CONCATENATOR
110

PACKET
104

|
CONCATENATED] [CONCATENATED
HEADER & HEADER &
PACKET A PACKETB
2124 2128

CONCATENATED] |CONCATENATED|
(EADET

HEADER & HEADER &
PACKETC PACKETD
212¢ 2120




US 9,264,385 B2
Page 2

(51) Imt.ClL
HO4L 29/06 (2006.01)
HO4L 12/741 (2013.01)
HO4L 12/935 (2013.01)
HO4L 12/939 (2013.01)
(56) References Cited

U.S. PATENT DOCUMENTS

2003/0117992 Al 6/2003
2004/0071127 Al 4/2004
2005/0238054 Al  10/2005
2006/0029102 A1*  2/2006

2006/0106946 Al*  5/2006

Kim et al.

Hurtta

Sharma

Abe i HO04L 47/34
370/474

Agarwal ... HO04L 69/16
709/250

2007/0153818 Al* 7/2007 Lakshmanamurthy . HO4L 49/90
370/412
2009/0110003 Al*  4/2009 Julien .............. HO4L 49/90
370/476
2010/0122136 Al 5/2010 Korndewal et al.

OTHER PUBLICATIONS

Cavium Networks Announces Availability of Higher Performance
1.8GHz Per-core OCTEON® II CN63XX Processor Family, http://
www.cavium.com/newsevents_ Caviumnetworks. OCTEON_II__
CN63XX html, dated Jul. 19, 2012, pp. 1-2.

MontaVista Announces Support for Cavium Networsk OCTEON II
CN68XX, CN67XX and CN63XX Multi-core MIPS64 Processors,
http://www.cavium.com/newsevents_ MontaVista_ PR-OCTEON__
II_68XX__ Support.html, printed Jul. 19, 2012, pp. 1-2.

* cited by examiner



U.S. Patent Feb. 16, 2016 Sheet 1 of 13 US 9,264,385 B2

100

PACKET
104

Y

PACKET ~ PACKET RECEPTION UNIT
104 102

!

HEADER CREATION
(BASED ON CONTENT
OF PACKET)

106

A\ Y

HEADER ‘ PACKET ‘

108 104

CONCATENATOR ‘
110

\

CONCATENATED HEADER & PACKET ‘

112

Figure. 1



U.S. Patent Feb. 16, 2016 Sheet 2 of 13 US 9,264,385 B2

200
X SOURCE 1 SOURCE2
206A 206B
| 1 | 1
Y ' Y Y
PACKETA] [PACKETB] [PACKETC] [PACKETD
204A 204B 204C 204D

\\//

PACKETS 204A - D\l

HEADER CREATION
(BASED ON CONTENT
OF PACKETS)

106

A\ Y
HEADER PACKET
108 104

\ Y

CONCATENATOR
110

\ Y Y \ /

CONCATENATED] [CONCATENATEDY |CONCATENATED] |CONCATENATED

HEADER & HEADER & HEADER & HEADER &
PACKET A PACKET B PACKET C PACKETD
212A 2128 212C 212D

Figure. 2



US 9,264,385 B2

Sheet 3 of 13

Feb. 16, 2016

U.S. Patent

Ve aInbi
qz0¢ 401¢ ifum
¢ azle | JOV4HILNI NOILdIOTY
JHOMLIN | iod 802
r ¢ JOVSSIN , ®
o == ANNOSNI
d mmmmmo &zmw,_mmwém s I
- "] LndNi 13)0vd
m 3 ONIOYSSIN 01d0d \ @Wm
arlLe JOVSSIN S1 3V
SENSTEL ANNOSNI (~ggle J oe#ndod | gg0e
SOV Z @wm 1NdNI 13X0vd
<Nmm a4 ~ SLDovd 2i 190d
SHOV | 1¥od [~ VO0eE ! =1 LndNi 13Movd [0
SETEL JOVSSIN \ 92¢
0 leS$ ore aNnoaN| <N\Nm ) |s19ow — e
N 3409 SININOVHA S “[ LndNI 13)10vd
1 »| ONIOVSSIN 0 140d \ 92¢
0 ) JOVSSIN S13INIVd
I INNOBNI (~vgL¢ adl/ did
WJOMLIN V0I€ /vmm
0 3OV4HILNI NOLLdIO SOLS
A1aNISSYIY
«/oom




US 9,264,385 B2

Sheet 4 of 13

Feb. 16, 2016

U.S. Patent

g¢ "a4nbi4 avee
L 140d ‘) ADV4HILNI 0104
NOILd303 404 0 1MOd ‘I AOV4HTLNI
SFUOLS ATINISSYIY ~ NOILd303Y HO4
— SIHOLS ATANISSYIY
208 arze
< gzie |+ AOVHEALININOILAOIS L 140d ‘0 3OVLNTINI
V1V - g0Z¢ NOILd3D3 HO4
YHOMLIN | 140d STHOLS ATamassyay o€
JOVSSIN , §
) § - aNNOENI A
4 3400 siNamovs o | L Liiova [~~09%8
. "1 LndNT 13x0vd
5 ONIOVSSIN 0 140d J b L adee
ST 2 ¥ ) LNdNI 13%0vd
< ol i S1ANOV —
! > ~—
SOV L 1¥od [V02€ | | LndNi 13i0va [0
SEINTER, J9VSSIN y ¥ wm_mw&
0 | aNNOSNI vige I #80d _vooe
N 400 SININOYH4 [t - 5 1NdNI 1300vd
7 ] ONIOVSSIN 0 140d \ | voce adi/ did
o) <Nw$ JOVSSIN :...V_A S1IMOVd
vive , ONNOSNI [~ vl o /[ STHOLS ATENISSYY
HHOMLIN VoLE 0 IOV44ALNI NOILdIOTY Vze
0 LHOd ‘0 IOVAHILNI
oce N NOILd3D3Y ¥O4
SIYOLS ATAWIASSYIY



US 9,264,385 B2

Sheet 5 0of 13

Feb. 16, 2016

U.S. Patent

O¢ "ainbi
89¢
JOVSSAN AYLIY
. g
| 140d
v0ze ~ 39vSSIn g
ANNOGNI VZ2se > 79¢
SININOVHA LINA NOILYDOTIV S
0 140d > 13MOvd 995
V8lL¢ JOVSSAN g A SININOVNA
ANNOEANT| % EII
SININOVYS
_-2¢
_
)
$9¢
NOILYIWHOANI ALITIEVIVAY X
I401S A19NISSYIY 09¢



U.S. Patent Feb. 16, 2016 Sheet 6 of 13 US 9,264,385 B2

NO

[ RECEIVE A FRAGMENT }, 402

1S
AREASSEMBLY
STORE ALLOCATED TO THE
PACKET?

IS A 428

REASSEMBLY STORE
AVAILABLE TOBE
ALLOCATED?

Y

4341 SEND RETRY
406 ry

IS

THE FRAGMENT

RECEIVED IN ORDER
?

430

IS
FRAGMENT FIRST
FRAGMENT OF THE

YES PACKET?

_| STORE PIECE OF FRAGMENTIN | 432
ALLOCATED REASSEMBLY STORE |* ¢
ALLOCATE REASSEMBLY
1S 410 STORE
ON-CHIP MEMORY
OF REASSEMBLY STORE
FULL?
412
4
COPY FRAGMENTS FROM ON CHIP
MEMORY TO EXTERNAL MEMORY
!
CLEAR ON-CHIP MEMORY
k)
414
'S 416
THE FRAGMENT STORED w 422
COMPLETELY ? COPY FRAGMENTS FROM
418 ON- CHIP MEMORY TO
EXTERNAL MEMORY
SEND ACK FOR FRAGMENT | 424
CLEAR ON-CHIP MEMORY
1S THE 420 LAST , 426
FRAGMENT LAST FRAGMENT FRAGMENT DEALLOCATE
OF THE 7PACKET REASSEMBLY STORE
NOT LAST K¢
FRAGMENT| ™ WAIT FOR NEXT FRAGMENT |«

Figure. 4



US 9,264,385 B2

Sheet 7 of 13

Feb. 16, 2016

U.S. Patent

oom\\\

G "a.nbi
_ 815 816 918
829 S1INOVd ¥IHIO OL SLINOVd ¥IHI0 OL 13MIVd MIN ¥ NOHA
LG4 [ O 13MIVd ) INFWOVHS [q31v00TIV ATIVOINYNAQ | Q3LYO0TIV ATIVOIAYNAQG | SINFNOVHEA HO4 F18VIVAY
J LIHIVd ¢ INFWOVYS SUNNHD AYOWIW SYNNHD AYOWIW MNNHD AOWIN ALdNT
A
28 AT
INITNOILYDO TV INFNOVHA ~ AHONAN
29¢
LINN NOLLYQOTTV 13IN0Ovd 701
3 LINN NOILAID3Y LINOVd
225 | vI;ovd )

Y3040 40 LNO A3AIF03Y A L INFNOVYA

INTNOVYS D 1IMOVd [+ v 1 Diovd
9 INFNOVH4 HO4 AYLTY 05~

e Y
— N 414
11n4 wmmmohw o F ININDveld 925

ATENISSY g LIovd [ 05~ wﬁ_\dw«m ; 3409

L INFNOVH4 HO4 AMLTY Z/ ONIOVSSIN




US 9,264,385 B2

Sheet 8 of 13

Feb. 16, 2016

U.S. Patent

719~  AHOW3W
) i
719
MNAHD 3
AHOW3W
A|
\ N
)
3219
LINN
NOILYDOTTV |~ 29¢
13M0Ovd
oom\\\

g ‘a.nbi4
VY 13M0Ovd V¥ 13NOvd Y 13MOvd
L INFJWOVHA L INJWNOVHA I INFJNOVYHA
V¥ 13IMOVd V¥ 1IMOVd
¢ INFNOVHAS ¢ INFWOVYHA
VY 13M0vd Vv 13NOvd
€ INJWNOVYHA € INJNDVYHS
VY 13MIOVd
¥ INFNOVHS
Y 13IMOVd
G INFNOVYHA
w A w A w A m
azL9 o219 dclo VvZl9
1INN 1INN 1INN 1INN
NOILYOOTIV [~ 29¢ INOILYDOTIV I~ 29¢ NOILYOOTV [~ 29¢ NOILYIOTIV
13IMIvd 13XM0oVd 13X0vd 9t~ 13INovd
T 1 3109 I 1 1
_ { _
¥V 13M0vd V¥ 13INOvd YV 13MOvd V 13IXNOVd ¥ 13MOvd
G INFNOVHAS 7 INFJWOVH4| |€ INFWOVYHAS ¢ INFJNOVHAS L INFJWOVYHA
N N 7 N N
3409 ar09 av09 Y709
209
V¥ 13M0vd




US 9,264,385 B2

Sheet 9 of 13

Feb. 16, 2016

U.S. Patent

47

SININOVYHS

P

v/ "ainbi4

90,
SNLVLS OIS
LINSNVHL

{

)

147

SININOAITMONMIY

.
|

Y

OIS LINSNVHL

)

80,
SININOVHA
31419113
ONIAN3S

)
20.
SININOVYYS

)
y0L

d314193A
NOILOIH 1S3

004



US 9,264,385 B2

Sheet 10 of 13

Feb. 16, 2016

U.S. Patent

g/ "ainbi
904
SN1VLS
¢L OIS
SININOVYS LINSNVYL
B { $
) 2l
B ) d3TI0HLNOD S
¢0. vl
w > A|w| SININOVHS SL1INovd
pll S 80, )
SINIFWOAFTMONMIY 0L SINIJNOVHS v0.
o11s 37919113 d3lHI-H3IA
LINSNYYL ONIAN3IS NOILOIYLS3 «/
0¢.



US 9,264,385 B2

Sheet 11 of 13

Feb. 16, 2016

U.S. Patent

cll
SININOVHS

§

>
-

vll 0LL
SINIWOAITIMONMIY OIS LINSNVHL

‘2.nbi
IL 14 20
NOILYHNOIANOD
¥3sn
L
3714 SONILL3S
— %/
90, NOILYdN9OIINOD
SNLYLS OIS
e L | H3HIANOILOMLSTY
§ .
A|?
201
- , SININOVYA
80, )
SININOVHA $0.
37819173 ONIANIS ¥314143A NOILOIM1STY x_

ov.



US 9,264,385 B2

Sheet 12 of 13

Feb. 16, 2016

U.S. Patent

g "a.nbi

arzs 8 | JOV4YILNI LINSNYYHL wa
) g2z8 b0/
AHOMLAN 8818 g918 HIIHIA g
WO¥4 v1vd 3400 SISNOJSIY  NOILOIYLSTY 74 140d [2~9908
L S Sy344ng ¢ 511 LndLno
W WLLINSNYY LY ‘ ¥3T108INOD | [d¢es | 1L L1IH0Vd m
T | HIAYTINIT — -
o [ _§ aot. Ve = ANIONT
9028 S 0lS | ozz. | | e# Mod o
YHOMLAN LUNSNAL| | T = 1ndLno |,
anLe «
OLVvlvd $1S3N03Y MITIOHINOD 1DIOVd [~-3908
9908
<vmw g 0 3OV LNI LINSNYHL HITIOMLINOD ¢ L40d |
V028 — LNdLNO
MYOMLIN VOI. <1 [ = 13HOVd
OLYIVC S — ols |+ gezl %
. LNSNVAL| | feT T =
_m_ * S¥344nd &%%%& — 14 140d
1 WLLINSNYY LT g3 TI0HLINOD LNdLNO |, V108
o S YIAVTHNIT y [ 1LL3M0vd (w908
v2z8 VaI8 C 70, veel OMd
MIOMLAN 340D V918 SEIEINER A
WO¥4 Y1V S3ISNOdSTY  NOILOIYLSTY el
/4
A I18ISSOd THY SHIHLO - LNFWNDISSY
008 Y3 TI0HLNOD-0IHS-0L-L40d-OMd

40 31dAVX3 ANO




U.S. Patent Feb. 16, 2016 Sheet 13 of 13 US 9,264,385 B2
900\
PIP/IPD
PACKET INBOUND MESSAGE
INPUT PORT/ CONTROLLER
318A
_ MESSAGING
INBOUND MESSAGE J CORE 0
306A 40| PORT/ CONTROLLER
_ J 320A
—
306B 41| =
I OUTBOUND MESSAGE LINK LAYER | I
CONTROLLER RETRANSMIT
306C 421 = 722A _I BUFFERS
306D 43| -~ OUTBOUND MESSAGE J g
CONTROLLER
— 7228 902A
{
\
304
PKO
PACKET INBOUND MESSAGE
OUTPUT PORT/ CONTROLLER
318B
. MESSAGING
INBOUND MESSAGE J CORE 1
806A 40 B PORT/ CONTROLLER
— 320B
806B 41 —
— OUTBOUND MESSAGE LINKLAYER | I
806C 42 | | CONTROLLER RETRANSMIT
792C _I BUFFERS
806D 43 OUTBOUND MESSAGE J
N\~ CONTROLLER
1220 9028
) 9028
3
802

Figure. 9



US 9,264,385 B2

1
MESSAGING WITH FLEXIBLE TRANSMIT
ORDERING

RELATED APPLICATION

This application is a continuation application of U.S.
patent application Ser. No. 14/026,293 filed on Sep. 13,2013,
which is a divisional application of U.S. patent application
Ser. No. 13/326,091 filed on Dec. 14, 2011, which claims the
benefit of U.S. Provisional Application No. 61/423,061 filed
on Dec. 14, 2010. The entire teachings of the above applica-
tions are incorporated herein by reference.

BACKGROUND

Typical network devices can implement packet transfers
via various packet interfaces, such as Ethernet interfaces
SGMII and XAUI. Packet transfers can also be completed
over PCI Express (PCle), a read/write based interface.

Messaging systems such as Serial Rapid Input Output
(S-RIO) divide packets (or messages) into fragments. A
source node transmits the fragments over a physical layer of
network systems to a destination node. Intermediate nodes
may receive and forward the packet to the destination as well.
Upon receiving the fragments, the destination reassembles
the fragments into the original packet.

S-RIO is a serial, packet-based interconnect protocol.
S-RIO is optimized for providing communications among
devices in an embedded system. S-RIO is commonly imple-
mented in networking and signal processing applications.

SUMMARY

In one embodiment, a system includes a packet reception
unit. The packet reception unit is configured to receive a
packet, create a header indicating scheduling of the packet in
multiple cores and concatenate the header and the packet. The
header is based on the content of the packet.

The system may further include a memory internal to the
packet reception unit. The packet reception unit may further
be configured to receive multiple packets. The packets may
originate from more than one source.

The system may further include multiple reassembly
stores. Receiving the packet may further include receiving
fragments of the packet, storing the fragments in a particular
reassembly store corresponding with the packet, and when
the particular reassembly store contains fragments of the
packet such that the stored fragments represents the packet as
a whole, forwarding the packet to the cores. The particular
reassembly store may be allocated to the packet upon receiv-
ing a first fragment of the packet. The particular reassembly
store may accept other fragments of the packet after receiving
the first fragment of the packet. The packet reception unit may
further be configured to send a retry message when each of the
reassembly stores are unavailable to receive a first of the at
least one fragments of the packet. The packet reassembly
stores may be stored in a memory internal to the packet
reception unit. The packet reception unit may be further con-
figured to, store the at least one fragments in one of a plurality
of memories within the reassembly stores, and, when the one
of the plurality of memories is filled, copy the at least one
fragments to an external memory.

The system may further include a packet allocation unit
configured to direct each fragment associated with the packet
to the particular reassembly store corresponding with the
packet. The system may further include at least one port
within the packet reception unit. Each reassembly store may
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be assigned to one of the ports. The reassembly store assign-
ments to the ports may be configurable to affect quality of
service of each of the ports.

The system may further include multiple packet reception
units. Each packet reception unit may share the reassembly
stores. Each reassembly store may be assigned to one of the
packet reception units. The reassembly store assignments to
the packet reception units may be configurable to affect qual-
ity of service of each of the packet reception units.

In one embodiment, a method includes receiving a packet
and creating a header that indicates scheduling of the packet
in multiple cores, the header based on the content of the
packet, and concatenating the header and the packet. The
method may further include receiving at least one fragment of
the packet, storing the at least one fragment in a particular one
of multiple reassembly stores corresponding with the packet,
and forwarding the packet to multiple cores when the particu-
lar reassembly store contains at least one fragment of the
packet such that the stored at least one fragment represents the
packet as a whole.

In one embodiment, a system includes a transmit silo con-
figured to store a multiple fragments of a packet, the frag-
ments having been sent to a destination and the transmit silo
having not received an acknowledgement of receipt of the
fragments from the destination. The system further includes a
restriction verifier coupled with the transmit silo. The restric-
tion verifier is configured to receive the fragments and deter-
mine whether the fragments can be sent and stored in the
transmit silo.

Determining whether the fragments can be sent and stored
in the transmit silo in the restriction verifier may be program-
mable. The restriction verifier may be programmed based on
the restrictions of the destination for receiving out of order
fragments or packets. The restrictions may limit a number of
outstanding fragments, outstanding packets, outstanding
fragments per destination, outstanding packets per destina-
tion, outstanding fragments per mailbox of the destination,
and outstanding packets per mailbox of the destination.

The system may further include multiple controllers. Each
controller may be assigned to at least one transmit silo and at
least one restriction verifier. The restrictions of each restric-
tion verifier may limit a number of outstanding packets per
controller, outstanding fragments per controller, outstanding
packets per destination per controller, outstanding fragments
per destination per controller, outstanding packets per mail-
box of the destination per controller, and outstanding frag-
ments per mailbox of the destination per controller. The
assignments of the transmit silos and the restriction verifiers
may be configurable to affect quality of service. The control-
lers may be configured to divide the packet into the multiple
fragments, and attach a header to each fragment. Each header
may indicate an order of the fragment and a total number of
fragments in the packet.

The transmit silo may be further configured to delete a
particular fragment of the packet when the transmit silo has
received an acknowledgement of receipt of the particular
fragment from the destination.

In one embodiment, a method includes storing multiple
fragments of a packet in a transmit silo, the fragments sent to
a destination, wherein the transmit silo has not received an
acknowledgement of receipt of the fragments from the desti-
nation, receiving the fragments, and determining whether the
fragments can be sent and stored in the transmit silo. In
another embodiment, the method includes dividing the packet
into the plurality of fragments and attaching a header to each
fragment. Each header indicates an order of the fragment and
a total number of fragments in the packet.
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3
BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing will be apparent from the following more
particular description of example embodiments of the inven-
tion, as illustrated in the accompanying drawings in which
like reference characters refer to the same parts throughout
the different views. The drawings are not necessarily to scale,
emphasis instead being placed upon illustrating embodi-
ments of the present invention.

FIG. 1 is a block diagram of a system incorporating a
packet reception unit illustrating reception of a packet.

FIG. 2 is a block diagram of a system incorporating a
packet reception unit illustrating reception of multiple pack-
ets from multiple sources.

FIG. 3A is a block diagram of a system for receiving
packets and directing the packets to a processor.

FIG. 3B is a block diagram of a system for receiving
packets and directing the packets to a processor.

FIG. 3C is a block diagram of a system for receiving
fragments for reassembly into a packet.

FIG. 4 is a flow diagram illustrating a process for receiving
a particular fragment of a packet.

FIG. 5 is a block diagram of a system employing a packet
reception unit including a packet allocation unit, illustrating
an example of fragment reception.

FIG. 6 is a block diagram illustrating a memory chunk of'a
reassembly store receiving fragments over time.

FIG. 7A is a block diagram of a system employed to send
fragments over a network.

FIG. 7B is a block diagram of a system employed to send
fragments over a network including a controller.

FIG. 7C is a block diagram of a system employed to send
fragments over a network including a settings file.

FIG. 81s ablock diagram of a system employed to transmit
fragments after receiving packets from a packet output unit at
a first and second transmit interface.

FIG.91is a block diagram ofa system configured to embody
both a transmit interface and a receiving interface.

DETAILED DESCRIPTION

A description of example embodiments of the invention
follows.

FIG. 1 is a block diagram 100 of a system incorporating a
packet reception unit 102 illustrating reception of a packet.
The packet reception unit 102 is used in a messaging system.
In one embodiment, the messaging system is Serial Rapid
Input/Output (“S-RI1I0”), but other embodiments could use
other messaging or network protocols. In another embodi-
ment, the messaging system is based on a multi-source/multi-
destination retry protocol. In yet another embodiment, the
packet reception unit 102 is a component of a semiconductor
chip.

The packet reception unit receives a packet 104 as input
and transmits a concatenated header and packet 112 as output.
The packet reception unit directs the packet 104 to a header
creation module 106. The header creation module creates and
outputs a header 108 for the packet 104 which is based on the
content of the packet 104 itself. The header 108 includes
detailed data about the packet 104, such as its order relative to
other packets. The header 108 can further include a standard
packet instruction header with critical fields generated from a
table lookup. The critical fields can assist scheduling and
prioritizing the received packet 104 in a plurality of cores or
processors.

In one embodiment, the header 108 can be 16-bytes. The
first eight bytes of the header 108 include data specific to the
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messaging protocol of the packet 104, such as S-RIO. The
data in the first eight bytes includes: priority of the packet; an
indication of whether a source and destination of the packet
are eight or 16 bits; an indication of whether the system is the
primary or secondary destination of the packet 104; a size of
the packet 104; the source of the packet; a recipient mailbox
extension of the packet; a letter field; and a sequence number
used to determine the relative order of the packets or door-
bells. The second eight bytes of the header 108 include data
that allows for generation of quality of service data and sched-
uling parameters. The system can then schedule processing of
the packet based on the data.

A concatenator 110 concatenates the header 108 and the
packet 104 to create the concatenated header and packet 112.
In one embodiment, the concatenation is a pre-pending of the
header 108 to the packet 104. A person of ordinary skill in the
art can appreciate that the order of the header 108 and packet
104 and any other intervening data can be adjusted, e.g. the
header 108 can be appended to the packet 104 as well.

FIG. 2 is ablock diagram 200 of a system incorporating the
packet reception unit 102 illustrating reception of multiple
packets from multiple sources. A first source 206A and a
second source 2068 are configured to transmit packets to the
packet reception unit 102. The first source 206A transmits
Packet A 204A and Packet B 204B to the packet reception unit
102, and the second source 2068 transmits Packet C 204C
and Packet N 204D to the packet reception unit 102. A person
of ordinary skill in the art can appreciate that the first source
206 A and second source 206B are examples of sources, and
that any number of sources could send packets to the packet
reception unit 102. A person of ordinary skill in the art can
also appreciate that a particular source can send multiple
packets to the packet reception unit 102.

The packet reception unit 102 then concatenates a header to
each of the packets 204A-D, as described in reference to FIG.
1. The packet reception unit 102 then outputs i) concatenated
header and packet A 212A corresponding to packet A 204A,
i1) concatenated header and packet B 212B corresponding to
packet B 204B, iii) concatenated header and packet C 212C
corresponding to packet C 204C, and iv) concatenated header
and packet N 212D corresponding to packet N. A person of
ordinary skill in the art can appreciate that the packet recep-
tion unit 102 in FIG. 2 employs the same process for concat-
enating a header and packet described of the packet reception
unit 102 in reference to FIG. 1.

Many messaging systems break packets into smaller frag-
ments. A person of ordinary skill in the art can appreciate that,
while the block diagrams of FIGS. 1 and 2 describe the packet
reception unit 102 as receiving packets as one unit, the packet
reception unit 102 can also receive packets as multiple frag-
ments to be reassembled into a whole packet. FIG. 3A
through FIG. 6 illustrate how the fragments can be reas-
sembled into the whole packet.

FIG. 3A is a block diagram 300 of a system for receiving
packets and directing the packets to a processor. A first quad-
lane module (“QLM”) 302A is coupled to a first reception
interface 310A. A second QLM is coupled to a second recep-
tion interface 310B. Both the first and second reception inter-
faces 310A-B include similar elements. A person of ordinary
skill in the art can apply the description of the first reception
interface 310 A and the elements incorporated therein recited
below to implement analogous elements of the second recep-
tion interface 310B.

The first reception interface 310A includes a messaging
core 316A. The messaging core 316 A receives network data
312A from the first QLM 302A and transmits retries and
acknowledgments (ACKs) 314 to the first QLM 302A. The
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messaging core 316A receives network data 312A including
messages, packets, or fragments of a packet. Upon receiving
fragments of a packet within the network data 312 A from the
first QLM 302A, the messaging core 316A determines
whether to forward the fragments to the first inbound message
port 318A or the second inbound message port 320A. The
first or second inbound message port 318A or 320A forwards
the fragments 322A to the reassembly stores 324 A.

The reassembly stores 324 are a collection of individual
reassembly stores. The individual reassembly stores are con-
figured to hold fragments 322 A where each reassembly store
holds fragments from a particular packet. A fragment, as
described above, holds a segment of data from a packet.
Likewise, a person of ordinary skill in the art can recognize
that a packet is divided into a finite number of fragments. The
reassembly stores 324 enable the reception interface 310A to
receive fragments from multiple sources and reassemble the
fragments into packets.

Upon receiving a fragment, the reception interface directs
the fragment to an appropriate reassembly store 324. A packet
allocation unit, as discussed later in reference to FIG. 3C and
FIGS. 4-6, directs the fragment to the appropriate reassembly
store 324. Referring to FIG. 3A, upon a reassembly store 324
receiving all of the fragments that make up the particular
packet, the reassembly store 324 outputs packets 326, which
includes the particular packet, to a packet input unit 304. In
one embodiment, the particular packet is concatenated with
the header 108 as described in reference to FIGS. 1 and 2.
Referring to FIG. 3 A, the packet input unit 304 receives the
packets 326, reads the header 108 of the packet 326, and
directs the packet 326 to a packet input port 306A-D. The
packet input unit 304 directs the packet 326 to a particular
packet input port by analyzing the data in the header 108 and
determining which port is most desirable for scheduling the
work in the packet and managing quality of service of mul-
tiple cores in regards to the work within the packet.

FIG. 3B is a block diagram 350 of a system for receiving
packets and directing the packets to a processor. FIG. 3B is
similar to the system described in reference to FIG. 3A,
however, the reassembly stores 324 A-D, in reference to FIG.
3B, are shared between the reception interfaces 310A-B and
the inbound message ports 318A-B and 320A-B. In reference
to FIG. 3B, the reassembly stores 324 are partitioned to indi-
vidual inbound message ports 318A-B and 320A-B across
both of the first reception interface 310A and the second
reception interface 310B. The first inbound message port
318A ofthe first reception interface 310 A is coupled to output
fragments 322A to a first set of reassembly stores 326A. The
second inbound message port 320A of the first reception
interface 310A is coupled to output fragments 322A to a
second set of reassembly stores 326B. The first inbound mes-
sage port 318B of the second reception interface 310B is
coupled to output fragments 322B to a third set of reassembly
stores 326B. The second inbound message port 320B of the
second reception interface 310B is coupled to output frag-
ments 322A to a fourth set of reassembly stores 326D. The
allocation of the sets of reassembly stores 326A-B to the
inbound message ports 318A-B and 320A-B are configurable
to affect quality of service. Further, FIG. 3B illustrates that
the reassembly stores 324 A-D are shared across the first and
second reception interfaces 310A-B. In one embodiment, the
reassembly stores 324A-D are in a memory shared between
the first and second reception interfaces 310A-B.

A person of ordinary skill in the art can recognize the
system can include any number of reassembly stores 326. In
one embodiment, the system includes 46 reassembly stores
326. Each reassembly store 326 has a particular amount of
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memory. In one embodiment, each reassembly store 326 has
128 bytes of memory. A person of ordinary skill in the art
construct reassembly stores 326 with more or less memory.

FIG. 3C is a block diagram 360 of a system for receiving
fragments 322A to be reassembled into a packet. FIG. 3C
illustrates how a fragment is directed to a particular reassem-
bly store. As described in reference to FIG. 3A, the inbound
message ports 318A and 320A output fragments 322A to a
packet allocation unit 362. The packet allocation unit 362
receives reassembly store availability information 364 and
determines whether to store the fragment in one of the reas-
sembly stores 324. If the packet allocation unit 362 deter-
mines a reassembly store is available, it sends an allocated
fragment 366 to the reassembly stores 324. If the packet
allocation unit 362 determines a reassembly store is not avail-
able, it generates a retry message 368 which is sent to the
source of the fragment 322A, so that the source can resend the
fragment 322A.

FIG. 4 is a flow diagram illustrating a process 400 for
receiving a particular fragment of a packet. In one embodi-
ment, in reference to FIG. 3C, the packet allocation unit 362
receives the particular fragment and executes the process 400.
In reference to F1G. 4, first the packet allocation unit receives
a fragment (402). The packet allocation unit determines
whether a reassembly store has been allocated to the packet
corresponding to the received fragment (404) by determining
whether it has previously assigned a “reassembly ID” to the
packet. If the packet allocation unit 362 has assigned a reas-
sembly ID to the packet, then it has allocated a reassembly
store for the packet. If the packet allocation unit 362 has not
assigned a reassembly ID to the packet, then it has not allo-
cated a reassembly store for the packet.

If a reassembly store is not allocated to the packet, the
packet allocation unit 362 then determines whether a reas-
sembly store is available to be allocated (428) by determining
whether it can allocate a reassembly 1D to the packet. In one
embodiment, the packet allocation unit determines whether it
can allocate a new reassembly ID to the packet by comparing
the number of assigned reassembly IDs to a number of total
available reassembly stores. If the number of assigned reas-
sembly IDs is equal to the number of total available reassem-
bly stores, the packet allocation unit determines it cannot
allocate a reassembly ID. If the number of assigned reassem-
bly IDs is less than the number of total available reassembly
stores, the packet allocation unit determines it can allocate a
reassembly ID.

If the packet allocation unit cannot allocate a reassembly
ID to the packet, it sends a retry message (434). If the packet
allocation unit can allocate a reassembly ID to the packet, it
then determines whether the received fragment is the first
fragment of the packet (430). If it is not the first fragment of
the packet, the packet allocation unit sends a retry message
(434) because the fragment is received out of order. Ifit is the
first fragment of the packet, then the packet allocation unit
allocates a reassembly store by assigning a reassembly ID to
the packet (432). Then, the system stores a piece of the frag-
ment in the newly allocated reassembly store (408).

If a reassembly store has already been allocated to the
packet (404), the packet allocation unit determines if the
fragment is received in order (406). If the fragment is not
received in order, the packet allocation unit sends a retry
message (434). If the packet is received in order, packet
allocation unit stores a piece of the fragment in the allocated
reassembly store (408). The piece of the fragment is stored in
a memory chunk associated with the reassembly store on an
on-chip memory. The memory chunks of the reassembly
stores are each dynamically allocated to a reassembly 1D



US 9,264,385 B2

7

representing a packet. In one embodiment, the piece of the
fragment is 8-bytes and each reassembly store is a memory
chunk of 128-bytes. Fragments are stored in pieces because
fragments can vary in size. Fragments can be larger than the
size of the memory chunk, in some instances.

After storing a piece of the fragment in an allocated reas-
sembly store (408), the packet allocation unit determines
whether the on-chip memory of the reassembly store is full by
checking whether the memory chunk assigned to the reas-
sembly store is full (410). The packet allocation unit deter-
mines if the 128-byte chunk of the on-chip memory allocated
to the packet is full after storing the piece of the fragment. If
the memory chunk is full, the packet allocation unit copies
fragments and pieces of fragments from the on-chip memory
to an external memory (412). Then, the packet allocation unit
clears the memory chunk allocated to the reassembly store on
the on-chip memory to store additional fragments and pieces
of fragments (414). However, the packet allocation unit 362
does not deallocate the reassembly ID from the packet
because the system continues to receive fragments from the
packet. The packet continues to have a reassembly store allo-
cated to it, even if the memory chunk allocated to it has been
cleared, because the packet continues to have an assigned
reassembly ID. The packet retains the reassembly ID until the
entire packet is received.

Then, the packet allocation unit checks whether the entire
fragment has been stored in the reassembly store, either in the
on-chip memory, the external memory, or a combination of
the on-chip memory and the external memory (418). If the
entire fragment has not been stored, the packet allocation unit
stores the next piece of the fragment in the allocated reassem-
bly store (408). If the entire fragment has been stored, the
packet allocation unit sends an acknowledgement of the frag-
ment (418).

After sending an acknowledgment of the fragment (418),
the packet allocation unit determines whether the fragment is
the last fragment of the packet (420). When the fragment is
the last fragment of the packet, the packet allocation unit
copies the fragments from the on-chip memory to an external
memory (422). Then, the packet allocation unit clears the
on-chip memory (424). Last, the packet allocation unit deal-
locates the reassembly store by freeing the reassembly 1D, so
it can be used by another packet (426). At this point, the
packet is received by the semiconductor chip and processed
accordingly in a plurality of cores, in one embodiment. The
packet allocation unit then waits to receive a next fragment
from a new packet (436). If the fragment is not the last
fragment, the packet allocation unit waits to receive the next
fragment from the same packet (436).

FIG. 5 is a block diagram of a system employing a packet
reception unit 102 including a packet allocation unit 362,
illustrating an example of fragment reception. The packet
allocation unit 362 is coupled to a memory 512 that stores
fragments in reassembly stores 514 within the packet recep-
tion unit 102. The reassembly stores 514 are a collection
individual reassembly stores. Each reassembly store includes
a dynamically allocated memory chunk. In one embodiment,
the memory chunk is 128-bytes. The packet reception unit
102 is also coupled with a messaging core 526. The messag-
ing core includes a FIFO 524. The FIFO 524 receives and
queues fragments from at least one source. Each source sends
at least one packet to the packet reception unit 102.

In this example illustrating the function of the packet allo-
cation unit 362, the FIFO 524 stores i) Fragment 1 of Packet
A 502; ii) Fragment 2 of Packet A 504; iii) Fragment 1 of
Packet B 506; and iv) Fragment 6 of Packet C 508 inthe above
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recited order and directs them, in order, to the packet recep-
tion unit 102, which then directs them to the packet allocation
unit 362.

The packet allocation unit 362 first processes Fragment 1
of Packet A 502. The packet allocation unit 362 first dynami-
cally allocates a new reassembly ID for the new packet
(Packet A). The packet allocation unit 362 then assigns the
reassembly ID to the empty memory chunk 516, such that the
memory chunk 516 stores fragments of Packet A. The packet
allocation unit 362 then directs Fragment 1 of Packet A 502 to
the empty memory store 516 over fragment storage line 524.
A person of ordinary skill in the art can recognize that the
number of memory chunks in the reassembly stores can be
larger than the number of reassembly 1Ds.

A person of ordinary skill in the art can recognize that the
empty memory chunk 516 can be allocated for fragments
from any packet with a reassembly 1D, not just packet A. In
this example, the packet allocation unit 362 allocates the
empty memory chunk 516 to Packet A because the packet has
reassembly ID and the fragments of Packet A are the first to
need the memory chunk 516. In other words, the empty
memory chunk 516 is not dedicated only to Packet A, but
rather is dynamically allocated to any packet that requires a
memory chunk to store incoming packets, as long as the
empty memory chunk 516 is empty at the time the packet is
received and the packet is assigned a reassembly ID.

The packet allocation unit 362 then processes Fragment 2
of Packet A 504. The packet allocation unit 362 determines
that the previously empty memory chunk 516 stores frag-
ments of Packet A. The packet allocation unit 362 then stores
Fragment 2 of Packet A 504 in memory chunk 516 over
fragment storage line 524.

The packet allocation unit 362 then processes Fragment 1
of Packet B 506. In this example, no reassembly IDs are
available for Packet B. The packet allocation unit 362 deter-
mines that no available reassembly stores 514 are available to
receive a fragment from a new packet because a previously
available reassembly ID is now allocated for Packet A and
other reassembly IDs are available. The packet allocation unit
362 sends a retry message 520, optionally stating that the
reassembly stores are full.

The packet allocation unit 362 then processes Fragment 6
of Packet C 508. The packet allocation unit 362 determines
that allocated reassembly store 528 is allocated to Packet C,
and that it contains Fragment 1 and Fragment 2 of a message
of Packet C. The packet allocation unit 362 also determines
that allocated reassembly store 528 does not contain Frag-
ments 3-5 of Packet C, indicating that Fragment 6 of Packet C
is out of order. The packet allocation unit 362 generates a retry
message, optionally including that Fragment 6 of Packet C is
received out of order.

FIG. 6 is a block diagram illustrating a memory chunk 612
of'a reassembly store receiving fragments 604 A-E over time.
Reassembly store memory chunk 612A-FE illustrates the same
memory chunk 612 in different states at different points of
time. Packet A 602 is divided into five fragments 604A-E ata
source (not shown). The packet allocation unit 362 first
receives Fragment 1 604A. The packet allocation unit 362
allocates reassembly ID to Packet A 602, allocates empty
memory chunk 612A to the reassembly ID, and then directs
Fragment 1 604A to be stored in the memory chunk 612A of
the reassembly store.

Next, the packet allocation unit 362 receives Fragment 2
604B and then Fragment 3 604C. Packet allocation unit 362
determines both Fragment 2 604B and Fragment 3 604C are
part of Packet A from fragment header data and directs them
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to be stored in memory chunk 612B with Fragment 1 604A
because Packet A has a reassembly ID associated with the
memory chunk 612B.

Next, packet reassembly store 362 receives Fragment 4
604D and then Fragment 5 604E. Packet allocation unit 362
determines both Fragment 4 604D and Fragment 5 604F are
part of Packet A from fragment header data and directs them
to be stored in memory chunk 612C with Fragment 1 604A,
Fragment 2 604B and Fragment 3 604C. The packet alloca-
tion unit 362 receives Fragments 2-5 of Packet A 604B-E in
order after it receives Fragment 1 of Packet A 604 A because
Packet A has a reassembly ID associated with the memory
chunk 612C.

At this point, memory chunk 612D is full. The memory
chunk 612D then copies the five fragments 604A-E into
external memory 614. External memory 614 is a memory
external to the packet reception unit 102, and can be included
on a semiconductor chip or an external memory to the semi-
conductor chip. After the memory chunk 612D copies the
fragments 604A-E into memory, memory chunk 612E is
cleared. The memory chunk 612E may then be used by any
packet assigned a reassembly ID. In one embodiment, after
the memory chunk 612F is cleared, it stores the same packet,
i.e. packet A 602.

A multi-source/multi-destination retry protocol, in addi-
tion to receiving fragments and reassembling them as pack-
ets, can also transmit a packet as fragments. The packet has to
be broken into multiple fragments and transmitted over a
network.

FIG. 7A is a block diagram 700 of a system employed to
send fragments over a network. In one embodiment, the sys-
tem is embodied in a semiconductor chip. A restriction veri-
fier 704 receives and stores fragments 702 before sending
eligible fragments 708 to the transmit silo 710. The transmit
silo 710 sends a transmit silo status 706 to the restriction
verifier 704. The transmit silo 710 receives a fragment and
sends the fragment 712 to its destination. The transmit silo
holds the sent fragment in its memory until it receives an
acknowledgement 714 that the destination received the frag-
ment. In this manner, the transmit silo determine whether a
fragment has not been acknowledged and resend the frag-
ment, and also prevent fragments 712 from being sent out of
order, in combination with the restriction verifier 704. When
the transmit silo 710 receives an acknowledgment 714 of a
fragment, the transmit silo 710 deletes the fragment and
updates the transmit silo status 706.

The restriction verifier 704 determines whether each par-
ticular fragment can be transmitted to and stored in the trans-
mit silo 710. The restriction verifier 704 can be configured to
limit: i) a number of outstanding fragments stored in the
transmit silo 710; ii) a number of outstanding packets stored
in the transmit silo 710; iii) a number of outstanding frag-
ments per destination stored in the transmit silo 710; iv) a
number of outstanding packets per destination stored in the
transmit silo 710; v) a number of outstanding fragments per
mailbox of the destination stored in the transmit silo 710; vi)
a number of outstanding packets per mailbox of the destina-
tion stored in the transmit silo 710. In an embodiment where
the transmit silo 710 is also coupled with a controller, the
restriction verifier can further be configured to limit: vii) a
number of outstanding packets per controller stored in the
transmit silo 710, viii) a number of outstanding fragments per
controller stored in the transmit silo 710; ix) a number of
outstanding packets per destination per controller stored in
the transmit silo 710; x) a number of outstanding fragments
per destination per controller stored in the transmit silo 710;
xi) a number of outstanding packets per mailbox of the des-
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tination per controller stored in the transmit silo 710; and xii)
a number of outstanding fragments per mailbox of the desti-
nation per controller stored in the transmit silo 710. Based on
one or more of these restrictions, the restriction verifier pre-
vents the transmit silo from sending packets out of order.

FIG. 7B is a block diagram 720 of a system employed to
send fragments over a network including a controller 722.
The controller 722 receives packets 724 and is configured to
divide, or break-up, the packets 724 into multiple smaller
fragments 702. The controller 722 sends the fragments 702 to
the restriction verifier 704, which forwards the fragments 702
to the transmit silo when the fragments and transmit silo meet
certain conditions, as described in reference to FIG. 7A.

FIG. 7C is a block diagram 740 of a system employed to
send fragments over a network including a settings file 744.
The settings file 744 receives and records user configuration
742. The settings file includes settings for any of the catego-
ries the restriction verifier is configured to limit, as described
in reference to FIG. 7A. In reference to FIG. 7C, the settings
file sends restriction verifier configuration 746 based on the
settings file 744 to the restriction verifier 704. The restriction
verifier 704, upon receiving the restriction verifier configura-
tion 746, reconfigures itself to accommodate the updated
settings file 744.

FIG. 8 is a block diagram of a system employed to transmit
fragments after receiving packets from a packet output unit
802 at a first and second transmit interface 808A-B. In one
embodiment, the packet output unit 802 is embodied in a
semiconductor chip. The packet output unit 802 pushes pack-
ets to packet output ports 806A-D through a first and second
packet engine 804A-B. A person of ordinary skill in the art
can employ any number of packet engines 804 and packet
output ports 806. The packet output ports 806A-D are
coupled with the first transmit interface 808A and the second
transmit interface 808B. FIG. 8 shows a first packet output
port 806A and third packet output port 806C coupled to the
first transmit interface 808A via first and third controllers
722A and 722C, respectively. FIG. 8 also shows a second
packet output port 8068 and fourth packet output port 806D
coupled to the second transmit interface 808B via the second
and fourth controller 722B and 722D, respectively. However,
a person of ordinary skill in the art can recognize any con-
figuration of the coupling of the packet output ports 806 A-D
to the transmit interfaces 808 A-B is employable.

Focusing on the operation of the first transmit interface, the
first and second controllers 722 A and 722B receive packets
from the packet output unit 802. A person of ordinary skill in
the art can employ any number of controllers regardless of the
number of restriction verifiers and transmit silos 710A. The
controllers 722A-B break the received packets into fragments
and forward them to the restriction verifier 704. The restric-
tion verifier 704 determines, as described in reference to FIG.
7A, whether the fragments can be sent to the transmit silo
710A. If so, the restriction verifier 704 forwards the packet to
the transmit silo 710A. The transmit silo issues a request to
the transmit messaging core 818A to send the fragment. The
transmit core transmits the fragment as data to network 820A
to QLM 824A.

When the QLM receives an acknowledgement from the
destination that the fragment has been received, the QLM
transmits the acknowledgment to the transmit messaging core
818A as data from network 822A. The transmit messaging
core 818 A then sends the acknowledgment to the transmit silo
710A as responses 816 A. The transmit silo 710A then deletes
the fragment from its memory, freeing up a silo spot for
another fragment.
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A person of ordinary skill in the art can recognize that the
second transmit interface 808B is similar in operation to the
first transmit interface 808A.

A person of ordinary skill in the art can recognize that a
transmit interface and a receiving interface can be useful if
combined in the same system. FIG. 9 is a block diagram 900
of a system configured to embody both a transmit interface
and receiving interface as described above. In one embodi-
ment, the system is embodied in a semiconductor chip. The
system includes the packet input unit 304 and the packet input
ports 306 A-D as described in reference to FIG. 3. The packet
input ports 306 A-D are coupled to receive data from inbound
message ports 318A-B and 320A-B, respectively.

Referring to FIG. 9, the system further includes the packet
output unit 802 and the packet output ports 806A-D, as
described in reference to FIG. 8. The packet output ports
806A-D are coupled to output packets to outbound message
controllers 722 A-D, respectively, as described in reference to
FIGS. 7 and 8.

Referring to FIG. 9, the system further includes multi-
source/multi-destination retry interfaces 902A and 902B. The
multi-source/multi-destination retry interfaces 902A and
902B are coupled with the inbound message ports 318A-B
and 320A-B and packet output ports 722A-D. A person of
ordinary skill in the art can couple the inbound message ports
318A-B and 320A-B and packet output ports 722A-D with
the different multi-source/multi-destination retry interfaces
902A and 902B in any combination.

While this invention has been particularly shown and
described with references to example embodiments thereof, it
will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the scope of the invention encompassed by the
appended claims.

What is claimed is:

1. A system comprising:

aplurality of reassembly stores configured to store at least

one fragment of a packet in a particular reassembly store
corresponding with the packet, and when the particular
reassembly store contains at least one fragment of the
packet representing the packet as a whole, forward the
packet to a plurality of cores; and

a packet reception unit configured to store the at least one

fragment in one of a plurality of memories within the
reassembly stores, and, when the one of the plurality of
memories is filled, copy the at least one fragment to a
memory external to the packet reception unit.

2. The system of claim 1, wherein the packet reception unit
is further configured to receive a plurality of packets, wherein
the packets may originate from more than one source.

3. The system of claim 1, wherein the particular reassembly
store is allocated to the packet upon receiving a first of the at
least one fragment of the packet.

4. The system of claim 3, wherein the particular reassembly
store accepts other fragments of the at least one fragment of
the packet after receiving the first of the at least one fragment
of the packet.

5. The system of claim 1, wherein the packet reception unit
is further configured to send a retry message when each of the
reassembly stores are unavailable to receive a first of the at
least one fragment of the packet.

6. The system of claim 1, wherein the packet reassembly
stores are stored in a memory internal to the packet reception
unit.
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7. The system of claim 1, further comprising a packet
allocation unit configured to direct each fragment associated
with the packet to the particular reassembly store correspond-
ing with the packet.

8. The system of claim 1, further comprising:

at least one port within the packet reception unit;

wherein each reassembly store is assigned to one of the

ports.

9. The system of claim 8, wherein the reassembly store
assignments to the ports are configurable to affect quality of
service of each of the ports.

10. The system of claim 1, further comprising a plurality of
packet reception units, each packet reception unit sharing the
plurality of reassembly stores wherein each reassembly store
is assigned to one of the packet reception units.

11. The system of claim 10, wherein the reassembly store
assignments to the packet reception units are configurable to
affect quality of service of each of the packet reception units.

12. A method comprising:

storing at least one fragment of a packet in a particular one

of a plurality of reassembly stores corresponding with
the packet; and

forwarding the packet to a plurality of cores when the

particular reassembly store contains at least one frag-
ment of the packet such that the stored at least one
fragment represents the packet as a whole;

storing the at least one fragment in one of a plurality of

memories within the reassembly stores; and

copying the at least one fragment to a memory external to

a packet reception unit when the one of the plurality of
memories is filled.

13. The method of claim 12, further comprising receiving
aplurality of packets including the packet, wherein the pack-
ets originate from more than one source.

14. The method of claim 12, further comprising allocating
the particular reassembly store to the packet upon receiving a
first of the at least one fragment of the packet.

15. The method of claim 14, wherein the particular reas-
sembly store accepts other fragments of the at least one frag-
ment of the packet after receiving the first of the at least one
fragment of the packet.

16. The method of claim 12, further comprising sending a
retry message when each of the reassembly stores are unavail-
ableto receive a first of the at least one fragment of the packet.

17. The method of claim 12, wherein the packet reassembly
stores are stored in an internal memory.

18. The method of claim 12, further comprising directing
each fragment associated with the packet to the particular
reassembly store corresponding with the packet.

19. The method of claim 12, further comprising assigning
each reassembly store to at least one port.

20. The method of claim 19, further comprising configur-
ing the reassembly store assignments to the ports to affect
quality of service of each of the ports.

21. The method of claim 12, further comprising sharing the
plurality of reassembly stores with each of a plurality of
packet reception units wherein each reassembly store is
assigned to one of the packet reception units.

22. The method of claim 21, further comprising configur-
ing the reassembly store assignments to the packet reception
units to affect quality of service of each of the packet recep-
tion units.



